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Executive summary
The use of cloud computing has transformed the 

landscape for businesses. By opting to use cloud 

providers – and their increased scale - companies 

have an agile, cost-effective and flexible way of 

storing data and delivering applications, but this 

use of cloud has brought new challenges – ones 

that weren’t an issue when all data was stored in an 

organisation’s own datacentre: how do you know 

where your data is located and who has access 

to it? But also understanding legal and regulatory 

obligations to managing your data. 

In discussion with industry leaders, this paper looks 

at some of the most pressing challenges around 

cloud deployment and various ways in which 

organisations can help manage and mitigate the 

risks. It also looks in depth at the ramifications of 

the General Data Protection Regulation (GDPR), 

the European Union’s attempt to provide some 

structure to the way that data is being held and 

how it can be applied to companies who use cloud, 

in all its infinite varieties.

Preface
ASSURANCE IN THE VIRTUAL

It is twenty three years since I was appointed Global 

Group VP IT by the Board of the then chemical 

major ICI plc (in the early 1990s a European version 

of America’s great Dupont). I inherited a major data 

centre at Runcorn (close to Liverpool) that sat at the 

centre of ICI’s own global telecoms network. Each 

year I had to sign a Letter of Assurance to the Board 

that all was well (secure, regulatory compliant and so 

on). And every year our auditors, KPMG, conducted 

their own independent audit. And as it was ICI’s 

data centre, and ICI’s global telecoms network, both 

under our direct control, both audit and assurance 

were relatively straight forward exercises to deliver. 

In those early 1990’s emerged the earliest signs of 

a different future. ICI businesses started to exploit 

client server architecture with ‘servers under the 

desk, in the broom cupboard’. ‘Make it company 

policy to forbid them’ urged my Operations Director. 

I was not tempted by the idea of a King Canute act!

Fast forward to 2016. I know a young European 

venture, Dalrimple Prochas. Its founding CEO, 

Francine, has grown a very profitable business 

now turning over in excess of Eur 500 million and 

growing fast – totally by exploiting cloud services. 

She got a call the other day from her lead investor, 

Frank. The gist of his message was – ‘Francine – 

mighty impressed by your performance – but can 

you assure me that you are fully cyber-secure, fully 

regulatory compliant (you hold a lot of personal data 

after all), that you have robust business continuity 

capabilities in place, that your IP is secure. You are, 

after all, operating the company out in the virtual – 

where is your control?’

Here is the essence of a real challenge that the Board 

of any contemporary enterprise that is ‘moving into 

the cloud’ now faces. How to audit, how to deliver 

assurance, out in the virtual? 

This White Paper, sponsored by CIF member and 

cyber-security expert Trend Micro, sets out a higher 

level strategic overview of the main issues that 

today’s enterprise – and in particular its Board – now 

face. This is deliberately not a detailed technical 

review – it is a business review, and should be read in 

particular by all the senior business team.

Looking back, when it came to audit and assurance, 

I clearly had it easy as a senior CIO in the early 

1990’s! How today to put your arms around all that 

is happening ‘out there, in the virtual’ – well now – 

there is a real challenge!

Dr Richard Sykes 
Chair of the Cloud Industry Forum
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Introduction
BORN IN THE CLOUD

You’re setting up a new business 

and, as it’s the 21st century, logically 

you’re looking to move as much of the 

infrastructure as you can to the cloud. 

You’re a ‘born in the cloud’ business. Your 

business does well: you start pulling in 

customers from all over the world and, 

staying lean by opting for the flexibility 

of cloud based IT services, your business 

continues to grow. The name of the game 

now is being agile, effecting real digital 

transformation by bringing together 

software and business processes together 

in a more efficient manner.

But, while your business has been doing 

well, your executive team and investors 

have been asking a few questions: how is 

customer data being handled? What are 

the risks of using cloud? What assurances 

can you give?

There are a host of questions that could 

be asked, all of which should give Boards 

food for thought: where is my data being 

held? What happens if one of the service 

providers goes bust? What happens if 

you’re hacked or lose data? What are the 

plans for disaster recovery and continuity? 

How should the business mitigate risk and 

optimise resources? 

THE SECURITY DILEMMA

In the days when everything was hosted 

on-premise, within a company’s own 

datacentre, these questions would 

have been easy to answer – even if the 

plans weren’t entirely resilient or easy 

to implement. But by moving many IT 

services to the cloud – and typically across 

multiple providers or platforms – there’s 

a degree of complexity and a new set of 

challenges. Part of the problem is that 

many organisations don’t know where the 

threats are coming from and moving to 

cloud won’t necessarily stop all of them. 

The concept of auditable assurance of 

cloud services becomes more tangible 

as companies look to test e-security and 

resilience, via penetration testing and 

independent auditing.

The name of the game now  
is being agile, effecting  

real digital transformation  
by bringing together software 

and business processes 
together in a more  
efficient manner
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Data protection
EUROPEAN DATA PROTECTION

To make matters more difficult for company executives, 

this drive towards cloud has coincided with a European-

wide push to new regulations for data protection – the 

forthcoming regulation on data protection, including 

punitive fines, will shake things up considerably, affecting 

technical staff and Boards of Directors alike. 

There is not only a new set of responsibilities for 

companies to adhere to, but for British businesses, 

there’s the added complexity of what Brexit will mean 

in terms of regulation – something that will take time 

and much consideration. Will there be a single approach 

across Europe and will the UK, via the Information 

Commissioners Office, apply new rules? 

LOCATION, LOCATION, LOCATION

The ICO’s guidance states: “Cloud customers should ask 

a potential cloud provider for a list of countries where 

data is likely to be processed and for information relating 

to the safeguards in place there. The cloud provider 

should be able to explain when data will be transferred 

to these locations.” There are certainly going to be some 

modifications to the ICO’s approach but it’s too early to 

say what these will be.

There are a number of dimensions for companies to 

consider. They could look at technical solutions to help 

them ensure the integrity of the data. The European 

agency, ENISA, can help with guidance here – it’s a 

complicated area for businesses. There’s the problem of 

ensuring compliance with various regulations and there’s 

the legal aspect – in particular conforming to the GDPR 

– that will concentrate minds wonderfully. The Cloud 

Industry Forum is also enhancing its Code of Practice to 

help cloud providers and customers ensure they are 

adhering more effectively to GDPR particularly focusing 

on trust, transparency and accountability. 

Technical considerations
CONSIDER YOUR SECURITY

Unlike most IT implementations, cloud has crept up on 

organisations almost surreptitiously. In fact, in some cases 

it has been entirely out of sight of the IT department. This 

is because business departments rather than CIOs have 

often driven cloud services, such as the Shadow  

IT phenomenon.

This is a double-edged sword. On one hand, business 

problems are being cracked, leading to greater 

efficiencies. But, on the other hand, security is sometimes 

not fully considered. The business leaders are not going 

to be greatly exercised by this but it provides a headache 

for the CIO who is ultimately accountable. Not only is he 

worrying about the integrity of the corporate network but 

there are going to be a lot of unanswered questions about 

the whereabouts of data and how it’s being managed.

As Bill McGee of Trend Micro puts it: “Security was not 

on the list at all. The feeling was that IT would eventually 

figure it out, or that the service provider would deal  

with it.” 

Such business departments are usually vague about the 

differences between IaaS and SaaS, such subtleties are 

lost on them but it’s an important distinction.

McGee has come across the effects of this confusion, 

realising that organisations need help in determining 

who looks after what. “Microsoft has a chart contrasting 

IaaS with SaaS explaining where the responsibilities lie. 

We have customer who thinks that the service provider 

takes care of everything.”

DON’T SLOW DOWN THE CLOUD

What is important, McGee says, is not to try to inhibit 

cloud take-up. “Don’t slow down the cloud or people will 

ignore it and the business won’t get the benefits  

any longer.”

While there are fears about the integrity of some cloud 

services, managers should not be too concerned about 

the likes of AWS, IBM and Microsoft. These companies 

have invested heavily in state of the art datacentres, 

in particular, by a software-defined approach where 

computing services are detached from the hardware. 

On one hand, business 
problems are being 

cracked, leading to greater 
efficiencies. But, on the other 
hand, security is sometimes 

not fully considered
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Breaking down the silos
A SOFTWARE-DEFINED APPROACH 

In fact, this is the driving principle of cloud computing: the separation 

of computing, network and storage allows for the breaking down 

of the silo-based approach that has proved such a limitation to 

enterprise infrastructure.

But this approach doesn’t just lead to greater efficiency; it also improves 

the security of corporate networks. Traditional corporate hardware-

based infrastructure relies on protection of the perimeter – the corporate 

firewall – but this provides only limited protection. If the perimeter wall is 

breached, then the defences are down and the core network is exposed.

By opting for a software-defined approach, companies can deploy 

what’s called a micro-segmented network, breaking up the perimeter. 

This wasn’t possible under the old way of working as the number of 

segments means that an increasing number of firewall rules have to 

be applied and managed manually. The time, money and resources 

needed meant that it wasn’t a viable option.

When you have a software-defined datacentre, however, it’s possible 

to automate many of these processes so that micro-segmentation can 

become a reality.

Cloud and automation go hand-in-hand. Trend Micro’s McGee points 

out that in the cloud, you can’t rely on manual procedures. He says 

that system administrators need to have closer watch on how traffic 

is being handled, adding that this will improve companies’ compliance 

requirements as they will have much more up-to-the-minute information. 

Micro-segmentation is just one way that cloud technology can be used 

to drive improved security. And with that security comes more peace 

of mind for company executives, mindful of promises for assurance 

over data.

DON’T MIX YOUR SOLUTIONS

It should not be thought, however, that moving to cloud provides 

an instant cure for all security issues. Cloud technology does have a 

variety of issues of its own. There may be problems with traditional on-

premise deployments but there are also well-established solutions that 

can be used. What companies need to be wary of is mixing up two as 

they both take differing approaches. 

McGee says that Trend Micro offers solutions to companies looking to 

handle the move to cloud. It’s important, he says, that companies don’t try 

to retro-fit a security strategy or to use traditional, on-premise products 

that have not been built for cloud. “Some vendors try to put cloud lipstick 

on their products but that just doesn’t work,” he points out. 

If a company wants to move 
to a cloud deployment, then 

it’s important that they  
not only work with genuine 

cloud products but also 
introduce a degree of 

automation to the process 
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Integrity
THE INSIDE JOB

It’s not just protecting the infrastructure from external 

hackers, there’s also a need to ensure that an organisation’s 

own staff are not compromising the integrity of the 

company – either deliberately or accidentally.

Debbie Garside is CEO of GeoLang, a company that works 

to enhance protection in the cloud and hybrid / on premise 

infrastructure. In particular, the company looks at how to 

prevent high value information being shared or leaked 

inappropriately based on the sensitivity of the content 

itself. Furthermore, should that content move off-premise 

through email correspondence or cloud based applications 

then the risk becomes even greater in meeting operational, 

jurisdictional and regulatory obligations. The question many 

organisations need to ask, she says, is how to prevent high 

value information being used inappropriately as it moves 

through and beyond the firewall. Every business should 

consider its attitude to risk, which may vary considerably for 

different applications and sources of data.   

She explains that this problem of protection has only 

really come about since the rise of cloud services such 

as Box. They’re useful for the user but really do cause 

problems for CIOs.

The reason it has become such an issue is that 

collaboration is the name of the game now. That’s greater 

co-operation between businesses and their partners, 

suppliers and customers and software is often the medium 

for that communication. And specifically, cloud-based 

software, in this era, is the choice for many businesses.

PROTECT YOUR CONTENT

But this throws out another problem: whether information 

is going where it should be. “If you are going to move to 

the cloud: how do you protect your content and make 

sure that only the right people have it?” She says that 

such is the fear many organisations are hesitant about 

going down the cloud route. 

European regulation
There’s another issue for businesses to deal with. From 

May 2018, European organisations will have to adhere 

to the General Data Protection Regulation (GDPR), 

which is going to cause a set of new issues, but further 

legislation – the network information security directive - 

is around the corner.

Fran Howarth, a security consultant with Bloor Research 

says one of the key elements of the new legislation is 

pseudonymisation – the name given to the process of 

making data separate from direct identification (but 

it’s not anonymous, there is identifying information 

but that’s held separately). The point is that 

pseudonymisation will reduce risk while ensuring that 

the data stays useful. 

Under terms of the GDPR, says Howarth, data processors 

will be encouraged to pseudonymise data to ensure 

maximum protection.

There will be much stricter guidelines across the board, 

with this support for removing personal identification. 

Cloud service providers will have every incentive to ensure 

that all data is protected in some way. “If unencrypted 

data is put near any data that hasn’t been encrypted – 

then that data will become non-compliant,” she says. 

ACCESS FOR ALL

But there are further changes in the pipeline too, 

providing even more protection for private data. Howarth 

points out that the European Union is implementing a 

new directive on networking and security systems to 

ensure that all business is operating on a level playing 

field to ensure that all “administrations have access to the 

latest digital security technology, which is interoperable, 

competitive, trustworthy and respects fundamental rights 

including the right to privacy.”

There are undoubtedly strong technical changes that can 

be made to protect data integrity and provide assurance. 

Techniques such as micro-segmentation, automation, 

encryption and pseudonymisation provide part of the 

story but there are additional measures that must be 

taken before board members will be satisfied. 

The European Union is 
implementing a new 

directive on networking and 
security systems
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Background to compliance
One of the major issues with cloud is ensuring that any 

contract conforms to all regulatory and compliance 

frameworks. Many cloud providers discuss ‘shared 

responsibility’ and understanding this is critical in the 

early stages. These could be laid down by legislation (in 

the next section we’ll look at how forthcoming European 

Union regulation will have an impact on the cloud 

industry), by industry regulation, for example, as credit 

cards do with PCI or US healthcare does with HIPAA, or 

by a company’s own due diligence of internal procedures.

When it comes to compliance within a cloud 

environment, it’s worth going back to first principles to 

see where any potential problems lie and that’s when the 

contracts are being drawn up. If contracts are unrealistic 

or fail to deal with real life situations, there are going to 

be problems later on.

The first real question is: who should be drawing up the 

contracts? Are the right people always in charge? 

Some people think not. There’s one big problem when 

it comes to handling cloud contracts, says Andy Taylor 

of consultancy Aquila and that’s that, in the main, the 

people who draw up all the legal paperwork are IT 

people and not security experts. 

And while it’s true that the actual detail is handled by 

lawyers, he says, they’re not security people either 

and don’t really know what they should be including. 

“Although usually conservative and risk averse, the legal 

community approach purely from a legal standpoint; 

they often don’t have a comprehensive understanding of 

the technology issues.”

Duties of the board
According to Bob Garratt, an independent consultant, 

the arrival of cloud has confused matters for 

organisations. He says that managers have read about 

cloud in management journals and the business press 

and look to jump on the bandwagon without thinking 

about the consequences. “It’s astonishing how a mixture 

of fashion and ignorance can lead to so many traps. Most 

senior managers rely on the techies and not all the right 

questions are asked,” Garratt says.

WISE UP TO DATA BREACHES

Leaving it to the technical staff could have alarming 

consequences says Garratt. Members of the IT 

department are concerned with the operation of IT 

systems, with overall security and the relationship with 

suppliers. Company directors are typically content 

to leave these issues to the technical team, but when 

problems, such as data breaches, have an impact on  

the business as a whole, it is the Directors that can be 

left exposed. 

Companies in England could face serious consequences 

for any such misadventures. “It’s a fundamental breach 

of directorial duty,” points out Garratt. He says that 

sections 171 and 172 of the 2006 Companies Act lay 

out several statutory duties for directors including 

the requirement to strive for a company’s success. As 

section 172 also exhorts directors to bear in mind, the 

long term consequences of their actions; minds would be 

concentrated fully on preparing for any eventuality when 

moving to a cloud contract, as Garrett points out, if 

something goes wrong, it would be the Board that gets 

it in the neck.

The more informed Boards have realised this and they 

make sure it’s done on limited projects so they don’t 

lose the basis of their existence. A lot of Boards do not 

ponder the difference between managing and directing. 

The Directors are meant to be looking to the future but 

also have to keep the organisation under prudent control 

and ensure that they don’t face action from disgruntled 

stakeholders or, indeed, the authorities.

Managers have read about 
cloud in management 

journals and the business 
press and look to jump on the 
bandwagon without thinking 

about the consequences
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Contracts
Companies who are looking to draw up effective cloud 

contracts could benefit from gathering some external 

advice. Taylor points out that the International Association 

for Commercial and Contract Management (IACCM) runs 

a very good course for people who draw up contracts, 

helping them to understand the sort of situations that 

could arise and how they can be anticipated before they 

become serious issues.

He says that one of the most important aspects of this  

is to determine areas of mutual interest. “What is a 

contract? It’s an agreement to work together for mutual 

advantage. You can’t be at odds with people; you have to 

work with them.” 

If the key to better assurance is better understanding, then 

part of that process is being better informed and Taylor 

says that managers need to be more aware of what’s 

happening on their networks, particularly in the modern 

age where the volumes of traffic can be intense. “One of 

the difficulties faced by all managers is that everything 

has been massively accelerated. Today’s threats in security 

revolve around knowing what’s going on in every minute 

of the day, for example, if there’s a virus on the system, 

that needs to be taken down.”

DON’T LEAVE YOUR COMPANY EXPOSED

So, how should the modern manager or Board Director 

ensure that a move to the cloud doesn’t leave his or her 

company exposed?

  Drawing up a contract: what are the responsibilities for 

each party? (And this could include multiple  

cloud companies)

  How is communication handled? 

  How do cloud service providers check who has access 

to the data? 

  What encryption do they use? And do service 

providers have access to that encryption?

  How is data in transit handled and data at rest?

  Are there good audit trails? Is it possible to see who 

made changes?

  Are they holding assets in a proprietary database and, 

if so, would it be easy to get them transferred?

  What’s the exit strategy if we terminate contract?

  How do they wipe sensitive data? Through deletion or 

by using a product like Blancco?

Taylor thinks that organisations should check that 

suppliers are conforming to standards or Codes of 

Practice. He points out there are various robust schemes 

around, from organisations such as the Cloud Security 

Alliance and the Cloud Industry Forum, providing some 

form of guidance, although other bodies such as the 

government or the Federation of Small Businesses could 

do more. 

And there’s also the variety of ISO standards aimed 

at datacentres or cloud service providers, all of which 

provide a measure of reassurance. Managers should look 

to suppliers who have these indications of conformance.

Bob Garratt offers a quick checklist of advice to board 

members wishing to steer clear of data protection problems:

  Find experienced practitioners and spend money to 

access their advice

  Ensure that you very securely back-up before you 

move to cloud

  Keep hold of your crown jewels – in other words  

don’t let your important intellectual property out of 

your control

Taylor says that managers need 
to be more aware of what’s 

happening on their networks, 
particularly in the modern age 

where the volumes of traffic can 
be intense
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Taylor thinks that organisations should check that 

suppliers are conforming to standards or Codes of 

Practice. He points out there are various robust schemes 

around, from organisations such as the Cloud Security 

Alliance and the Cloud Industry Forum, providing some 

form of guidance, although other bodies such as the 

government or the Federation of Small Businesses could 

do more. 

And there’s also the variety of ISO standards aimed 

at datacentres or cloud service providers, all of which 

provide a measure of reassurance. Managers should look 

to suppliers who have these indications of conformance.

Bob Garratt offers a quick checklist of advice to board 

members wishing to steer clear of data protection problems:

  Find experienced practitioners and spend money to 

access their advice

  Ensure that you very securely back-up before you 

move to cloud

  Keep hold of your crown jewels – in other words  

don’t let your important intellectual property out of 

your control

The legal dimension
For any company operating in Europe, the rules are 

completely changing. The passing of the GDPR by the 

European Union means that any company operating 

within the confines of the EU now has to abide by a whole 

new set of legal requirements. Furthermore, there is a post 

Brexit position for the UK which, as yet, remains unclear.  

And, unlike previous European attempts to regulate data 

protection, the new legislation is not a directive (i.e. an 

advisory guideline) but a regulation, which means that it is 

automatically enshrined in national legislation.

There are many changes but they can be quickly 

summarised:

  For the first time, there are responsibilities for 

service providers handling customer data, not just 

the customer-facing business. Previously, a company 

that outsourced its company records to a third party 

was solely responsible for those customer details but 

this is no longer the case. GDPR draws a distinction 

between data controllers (those companies that 

own the data) and data processors (the third party 

companies that handle it). Under the terms of the 

regulation, data processors now have an obligation to 

maintain records for each of their customers, appoint 

a data protection officer and notify data controllers 

immediately when there’s a security breach

  Organisations operating outside the EU but handling 

goods or services within the EU will need to conform 

to the regulation

  A data controller now has to give explicit instructions 

for handling sensitive data: the controller has to 

confirm that such consent has been given

  Much stiffer penalties for breaches where customer 

data has been exposed

   More emphasis on encryption

  The appointment of a Data Protection Officer (DPO)

DATA PROTECTION BY 2018

The new regulation is set to come into effect on 25 May 

2018: after that date all businesses operating across the 

EU will be obliged to conform to its precepts. 

Despite the UK’s departure from the EU, British citizens 

will not be left unprotected. As lawyer Conor Ward of 

Hogan Lovells and Chair of CIF’s Legal Forum, points out, 

“Once the UK leaves the EU, the government will have to 

decide what to put in its place. And if a company deals 

with other businesses in other European countries, it will 

have to comply with the GDPR.”

The indications are that the UK will stick with GDPR, says 

fellow lawyer, Frank Jennings of Wallace LLP. “The data 

protection will have to come in to law by May 2018 and 

we know that the earliest that Brexit will happen will be 

March 2019, so we know that British businesses will have 

to conform to GDPR at some point.”

Data processors now have an 
obligation to maintain records 

for each of their customers, 
appoint a data protection 

officer and notify data 
controllers immediately when 

there’s a security breach
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Commercial factors
There’s another dimension too: a commercial issue. The 

regulation shouldn’t just be about following rules but 

should be showing that customers will have protection. 

There will be many companies who will use the new 

regulation as a marketing tool.

KEEPING UP WITH EUROPE

For Jennings, one of the big changes thrown up by the 

new regulation is the harmonisation across Europe. 

Previously, there was little sense that breaches of data 

security were treated with the same degree of severity.

Ward agrees with this, pointing out that the British 

authorities had tended to be more lenient with data 

offences, citing how UK business could pick up a £2m 

fine for a data breach, while a French company doing the 

equivalent in Paris could be hit by a ¤50m penalty. 

For the London financial centre then, it makes sense 

to have the same level of protection as other countries 

in Europe – they certainly don’t want to leave their 

customers more exposed.

What this means for British companies then, is the need to 

prepare for the new regulation now. It’s no good waiting 

until this is already on them, warns Jennings. Companies 

should be taking steps already to ensure compliance.

Ward points out one ramification of this regulation. “If 

you’re signing a contract for three years, you’ll have to 

take into account the terms of GDPR.”

That doesn’t mean it’s a situation for the legal department 

only. In fact, says Ward, “it’s not going to be a legal thing 

at all, but nor do you leave it to the IT department, it 

should be the CIO or the CFO.” And, he warns, data 

protection is not optional add-on. “You need to think 

security from Day One.”

Ward stresses an important point: ultimately, the people 

who will carry the can for any breach of data protection 

will be the Board members. It is incumbent on the 

Directors to make certain that any paths a company 

pursues will conform to the relevant legislation.

Perhaps the best advice of all is to listen to lawyers. It 

sounds obvious but Jennings points out that companies 

don’t always follow legal advice. “I can tell them what the 

law is but they’ll sometimes act according to what they 

want to do.” He says that sometimes companies will do 

something and try to justify it legally – for example, not 

operating in Germany – even though there is no legislation 

preventing that particular action. 

Conclusion
ONE SIZE DOESN’T FIT ALL

The move to cloud could be a problematic for some 

businesses. Cloud takes many forms and there is no 

one-size-fits-all when using multiple suppliers. There 

are plenty of regulatory constraints on how businesses 

can operate in the cloud, and the new unified regulatory 

framework, although complex, will allow organisations to 

consume cloud offerings with confidence and with the 

assurance required by the business.

The most important thing of all is that all parts of an 

organisation should pull together: it’s not a technical 

issue, so decisions shouldn’t be left to the CIO; it’s 

not a legal issue, so decisions shouldn’t be left to 

the company lawyer; it’s not a compliance issue, so 

decisions shouldn’t be left to the compliance officer; it’s 

not a security issue, so decisions shouldn’t be left to the 

CISO. It’s none of these – and yet it’s all of these. 

Outside of the legislative frameworks set out by the 

EU there are risk considerations that are unique to 

each and every business. Organisations should assess 

their risk appetite and evaluate the risks on a case-

by-case basis when it comes to cloud and review 

them continually.

And above all, the board of directors should not stand 

aloof from the decision. They should bear in mind the 

fact that if something goes wrong, they could be held 

liable. Stringent governance and risk assessments 

should underpin any move to the cloud. Careful 

planning will avoid problems – no business should 

be constrained from improving company operations 

for fear of something going wrong. The cloud is the 

inevitable future and should be embraced.
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BSI/ISO Chair, Editor of two International Standards and member of Wikimedia Foundation 
(Wikipedia) Advisory Board.

Fran Howarth Senior Analyst - Bloor

Fran specialises in the field of security, primarily information security, but with a keen interest 
in physical security and how the two are converging. Fran’s other main areas of interest are 
new delivery models, such as cloud computing, information governance, web, network and 
application security, identity and access management, and encryption.

Andy Taylor Managing Director - Aquila

Andy is the Managing Director of Aquila Business Services Ltd, a small consultancy company 
dealing in all aspects of programme and project management together with other business 
services including information security, publishing and related activities.

Bob Garratt International Corporate Governance and Board Development Consultant

Bob is a company chairman, academic, and consultant on corporate governance, board, director, 
and organisational development, and strategic thinking. He chairs Board Performance Limited. 
He is a member of the Global Coaching Partnership network and a Business Partner within The 
Success Group in the UK.

Conor Ward Lawyer - Hogan Lovells / Chair of CIF’s Legal Forum

Conor has extensive experience of advising clients in relation to security (including breaches 
of security and in relation to prosecutions under Computer Misuse Act) and helps clients 
analyse risks in relation to web-based services and risk allocation in development, hosting and 
outsourcing agreements. He also advises clients in relation to IT disputes.

Frank Jennings Partner - Wallace LLP

Frank is a lawyer specialising in cloud & technology, commercial contracts, data security and 
intellectual property. His clients come to him not just for his specialist legal advice but also 
rely upon him for his can-do mentality and his pragmatic approach to solving problems and 
managing risk, helping to maximise return on investment. Frank is a leading lawyer in the area of 
cloud services.
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www.cloudindustryforum.org

The Cloud Industry Forum (CIF) was established in direct response to the evolving supply models for the 

delivery of software and IT services. Our aim is to provide much needed clarity for end users when assessing 

and selecting Cloud service providers based upon the clear, consistent and relevant provision of key information 

about the organisation/s, their capabilities and operational commitments.

We achieve this through a process of self-certification of vendors to a Cloud service provider Code of Practice 

requiring executive commitment and operational actions to ensure the provision of critical information through 

the contracting process. This Code of Practice, and the use of the related Certification Mark on participant’s 

websites, is intended to provide comfort and promote trust to businesses and individuals wishing to leverage 

the commercial, financial and agile operations capabilities that the Cloud-based and hosted solutions can cover.

Trend Micro - As a global leader in IT security, Trend Micro develops innovative security solutions that make the 

world safe for businesses and consumers to exchange digital information. With over 25 years of security expertise, 

we’re recognized as the market leader in server security, cloud security, and small business content security.

Trend Micro security fits the needs of our customers and partners. Our solutions protect end users on any 

device, optimize security for the modern data center, and secure networks against breaches from targeted 

attacks. We deliver top-ranked client-server, network, and cloud-based protection that stops new threats faster, 

detects breaches better, and protects data in physical, virtual, and cloud environments.

This document is based on research and is intended to be representative and educational but the advice contained is opinion and cannot be considered 
a complete assessment. Readers should not rely on this document in its own right but should take appropriate independent and informed advice.

Trend Micro (UK) Limited

Podium Level, 2 Kingdom Street, Paddington Central, London W2 6BD

t 020 3549 3300   e sales@trendmicro.co.uk   

  @TrendMicroUK     www.linkedin.com/company/trend-micro

www.trendmicro.co.uk


